
Our principal risks

Vodacom has a mature risk 
management framework that is 
aligned with the ISO 31000 
International Risk Management 
Standard and the requirements 
of South Africa’s King IV 
Governance Code. 

We identify the key risks through our Principal Risks 
Framework, which provides the Executive Committee 
and Board with a robust assessment of the principal 
risks facing the Group. An embedded enterprise risk 
management process supports the identification of 
these principal risks. The risk appetite for each 
principal risk is reviewed and approved by the Board 
to enable informed risk-based decision-making. 

The Group’s risk heat map (Figure 1) sets out the top 
10 principal risks as identified through the risk 
management process. The heat map depicts 
residual risk after taking into account mitigating risk 
factors. This is supported by the risk and speed of 
impact report (Figure 2), reflecting the rate at which 
the Group will experience adverse impacts if the risk 
materialised.
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Figure 1: Residual impact vs likelihood
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Figure 2: Risk and speed of impact
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Our business

Principal risk Context Mitigating actions Strategy

Cyber threat
(All markets)

An external cyber attack, insider 
threat or supplier breach – 
malicious or accidental – could 
result in service interruption and/or 
the breach of confidential data, with 
resulting negative impacts on 
customers, revenues and reputation, 
and potential costs associated with 
fraud and/or extortion.

 

  World-class security vendors commissioned to enhance 
sophisticated attacker detection.

  Ensure that all projects are undertaken with security in mind.
  Cyber incident response, containment and focus monitoring 

for the Vodacom Group of companies.
  Continuous security improvement programmes undertaken 

to manage the security risk. 
  Assurance programmes are in place that incorporate both the 

internal and external review of where our data is held.
  Layers of security controls applied to protect our infrastructure 

that stores and transmits confidential information.  
  Vodafone Security Risk, Control and Assurance Framework 

applied.

Unstable economic 
and market 
conditions
(All markets)

The mobile communications 
industry is often subject to 
unpredictable and higher direct and 
indirect taxes in our countries of 
operation. Other volatile 
macroeconomic conditions – such 
as fluctuating foreign exchange and 
inflation rates – can weaken 
Consumer and Enterprise spend, 
reducing revenue and impacting 
negatively on operating costs and 
capital expenditure.

  Comprehensive stakeholder relations strategy in all our operations.

  Internal specialised tax management capability, with external 
expert tax advice as needed.

  Adjust our products and services to continue to serve 
customer needs.

  Group Treasury Policies applied in all our markets.

  Include contingencies in our business plans to provide for the 
negative operational impacts that could arise from lower 
economic growth, and changes in interest, inflation and 
exchange rates.

  Implement a global cost-savings programme to combat the 
effects of inflationary pressure on costs.

  Use of foreign exchange instruments to mitigate foreign 
currency fluctuations.

  Careful treasury management of loans to ensure the best rates 
and right balance between fixed and variable rates.

Priority market 
review
(South Africa)

A priority market review on both 
Wholesale and Retail can result in 
an increase in regulatory 
requirements.

Stringent regulatory requirements 
set by the regulator or legislation 
could have an impact on Vodacom’s 
profitability, growth and services. 

  Vodacom engages with the relevant bodies, through discussions 
and submissions, to ensure fair results. 

  We ensure that we comply with the relevant regulations. 
  Vodacom submits quality submissions, balanced with academic 

studies, best practices research, international independence 
review and studies and economic impact reports.
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Our risks continued

Principal risk Context Mitigating actions Strategy

Vendor strategy
(All markets)

Speed of impact 

Rapid

Rating: 4

New

A dual vendor strategy is crucial for 
the sustainability of our operations. 
Geopolitical influences furthermore 
could impact on our IT and 
Technology vendor strategy. Lack of 
supply by key suppliers may 
negatively impact on operational 
activities and delivery of quality of 
service.

  Risk profiling to consider multi-vendor strategy in critical 
categories to reduce dependencies on single vendors.

  We continue to invest in the upliftment of future BEE suppliers.
  We closely monitor the political situations around our key 

suppliers. 
  We are also working with governments, experts and suppliers to 

ensure that we can shape outcomes wherever possible.

Spectrum/Licence 
renewal

Speed of impact 

Slow

Rating: 5

(2018: 2)

Failure to secure additional 
spectrum due to policy changes 
relating to the issuing of spectrum 
licenses, non-renewal of existing 
licences, and/or increased 
competition for access to spectrum, 
would significantly impact our 
ability to increase capacity and 
deliver future network capabilities.

  Engage government and regulatory bodies, highlighting 
efficient allocation and resulting societal benefits of spectrum.

  Actively participate in licence renewal processes and spectrum 
allocation processes.

  Continuously evaluate and implement re-farming and 
optimisation strategies.

  Proactive spectrum strategy, including potential acquisitions and 
strategic partnerships under applicable regulations.

Adverse regulatory 
pressures
(All markets)

Speed of impact

Slow

Rating: 6

(2018: 5)

Stringent regulatory requirements 
set by the regulator or legislation 
could have an impact on Vodacom’s 
profitability, growth and services. 
This exposes Vodacom to significant 
financial and reputational damage. 

  Engage with governments, regulatory and public bodies.

  Specialist legal, regulatory and government relations teams at 
Group and in all operations, with external advisors and legal 
counsel as needed.

  Engage stakeholders, and utilise targeted intelligence reports, to 
understand material legislative changes.

  Engage proactively with government and other key stakeholders 
to communicate key messages and proposals on how policy/
regulatory decisions positively and negatively impact the sector.

  Participate in broader government objectives and public interest 
through national industry associations, the GSMA and other 
influential organisations.

  Regulatory Compliance Policy and a related combined 
assurance programme in place to ensure that all risks are 
documented.  

Technology failure
(All markets)

Speed of impact

Very rapid

Rating: 7

(2018: 7)

Our customer value proposition is 
based on the reliable availability of 
our high-quality network. A major 
failure in critical network or 
information technology assets – for 
example, through natural disasters, 
insufficient preventative 
maintenance, or malicious attack 
– would have a profound impact on 
our customers, revenues and 
reputation.

  Invest in maintaining and upgrading our network on an ongoing 
basis, with comprehensive business continuity and disaster 
recovery plans in place.

  Investments to ensure adequate redundancy capabilities where 
feasible.

  Comprehensive insurance policies in place.

  Self-provided transmission links on critical routes in our 
networks to reduce reliance on external parties.

  Minimise any single point of failure.
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Our business

Principal risk Context Mitigating actions Strategy

Market disruption
(All markets)

Speed of impact

Slow

Rating: 8

(2018: 4)

We are experiencing intensified 
competition from a variety of new 
and existing technology providers, 
new market entrants and 
competitors.

  Monetise the network and personal data assets by using Big 
Data and real-time analytics to provide personalised services to 
customers.

  Implement pricing strategies to manage the decline of 
traditional voice revenue through migrating voice to data.

  Established a team that analyses and provides insight into 
customer behaviour to better position our offerings and further 
segment our customers with relevant offers and services.

  Ensure superior customer service strategy in place.
  Partner with OTTs for mutual benefit.

Execution of 
strategic projects for 
future growth
(All markets)

Speed of impact

Slow

Rating: 9

(2018: 6)

Missed growth opportunity due to 
lack of execution of our strategic 
projects. Vodacom’s ability to 
remain competitive in the new and 
changing market may be negatively 
affected if the current projects to 
roll out fibre, digital services, 
financial services and converge 
products is not done successfully 
and in a timely manner. Constant 
threats from regional start-ups and 
smaller fixed ISPs offering no-frills 
access to the internet.

  Our strategy includes a dedicated pillar that focuses on future 
growth areas that include fibre, digital services, converged 
services and financial services.

  Dedicated divisions to deliver on the strategy of fibre, digital 
services, converged services and financial services.

  Review alternative options to assist in the growth of our fibre 
offerings and digital services either through build, buy or 
partnering.

  Review and monitor our current revenue streams so that we are 
able to proactively implement controls to manage potential 
substitution.

  Monitoring by the Board for corrective steps and actions.

Non-compliance 
with laws and 
regulations
(All markets)

Speed of impact

Slow

Rating: 10

(2018: 10)

We operate in a complex and heavily 
regulated environment. A breach of 
regulatory requirements could 
expose Vodacom to significant 
financial and reputational damage.

  All new products and services are reviewed for compliance with all 
applicable laws and regulations before being approved for launch.

  All distribution channel agreements are updated to continuously 
comply with legislative requirements.

  Subject matter experts in our legal and regulatory teams at 
a local and global level advise on strategy and manage policy 
and risk issues.

  Policy of zero-tolerance towards bribery by any employee or third 
party operating on our behalf.

  Robust, proportionate, risk-based controls to prevent, detect and 
report money-laundering and terrorist financing.

  Combined Assurance Programme on regulatory compliance, 
governed by the Group Audit, Risk and Compliance Committee.

8

9

10

Our strategies

Digital 
organisation 
and culture 

Segmented 
propositions 

Financial 
services

Best customer 
experience 

Digital content 
platforms

Best 
technology 

Our brand and 
reputation 

PG 31 PG 34PG 28 PG 36 PG 38 PG 42 PG 44

Vodacom Group Limited 
Integrated report for the year ended 31 March 2019 25




